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Standardized Security Playbooks improve protection
against Cyberattacks

One attack, many responses — organizations use various solutions to ward off
online attacks. The playbooks that outline countermeasures also vary in their
specifics. In the CyberGuard project, Fraunhofer researchers are working on
standardized playbooks to help companies optimize their security strategies
and align them with each other. The playbooks are generated by large lan-
guage models and support the automation of IT security.

Those responsible for IT security at companies and other organizations outline the de-
fensive measures to counter cyberattacks in documents called playbooks. These docu-
ments serve as guides to what to do in case of a cyberattack, such as if an email con-
tains a Trojan, a laptop is infected with malware or the organization’s website is at-
tacked.

So far, each company has relied on its own security concepts and devised its playbooks
individually. This means hardly any security-related information is shared between these
organizations. And that is a problem, especially when business partners regularly ex-
change data, as is the case with industrial firms and their suppliers.

With that in mind, a team of researchers from the Fraunhofer Institute for Applied In-
formation Technology FIT embarked on the CyberGuard project to build a standardized
framework to ward off attacks. The project’s centerpiece is a set of standardized play-
books containing machine-readable process descriptions. In terms of standards, the re-
searchers are relying on the Collaborative Automated Course of Action Operations
(CACAO) open-source format from the Organization for the Advancement of Struc-
tured Information Standards (OASIS). The documents created using the CACAO stand-
ard are compatible with each other, so they can be shared freely between companies
and organizations. “This means even small businesses or start-ups that can’t afford a
big IT security department can get playbooks to prepare for an emergency and protect
themselves,” adds Mehdi Akbari Gurabi, a data protection and data sovereignty expert
at Fraunhofer FIT.

Large language model generates playbooks
The first step is to convert the existing manually generated playbooks, which often exist

in text or table format, into machine-readable documents. To do this, the Fraunhofer
researchers are harnessing the capabilities of Al-based large language models (LLMs).
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The LLM analyzes the texts written by employees in natural language and converts
them to the machine-readable CACAO format.

The finished playbooks and the valuable security expertise they contain can be shared
with customers or business partners as needed, for example via protected trustworthy
platforms. Internal data is left out. “For sharing purposes, the machine-readable step-
by-step instructions are worded so abstractly that internal information simply doesn’t

appear, including file or drive names,” Akbari Gurabi explains.

Cyberattacks are constantly evolving and becoming more and more refined. That is
why Akbari Gurabi and his team of Fraunhofer researchers plan to empower the Al to
learn on its own going forward. If a new version of an attack emerges, for example,
the Al will update and optimize the relevant playbook based on the existing expertise.
The virtual security expert is not left unsupervised in the process, though. Akbari Gurabi
explains: “Mistakes are unacceptable in IT security. That's why CyberGuard involves a
stage in which IT managers review the Al-generated machine-readable documents and
make sure all the steps make sense.”

Automated processes

The security experts at Fraunhofer FIT are also working to automate the steps defined
in the playbooks. Once that is done, the IT system could do things like immediately
take action if the intrusion detection system identifies an attack. This eases the burden
on IT personnel while also accelerating the response to attacks.

The CyberGuard architecture and the additional research projects based on it promise a
wide range of advantages for companies and other organizations: Jointly maintained
playbooks allow for optimized responses to attacks by cybercriminals and hackers. Au-
tomated workflows accelerate responses and ease the burden on security experts. Busi-
ness operations are more effectively protected against disruptions. And finally, even
small businesses and start-ups gain access to high-quality, professional security solu-
tions.

At present, CyberGuard is still in the pilot phase. Fraunhofer FIT will be showcasing a
demonstrator at the Fraunhofer joint booth (Hall 2, Booth B24) at the Hannover Messe
2025 (March 31-April 4, 2025). The Al and security experts will be available during the
event to take questions.

RESEARCH NEWS
March 31, 2025 || Page 2 | 3




\

~ Fraunhofer

Fig. 1 Improved protec- RESEARCH NEWS
bd Mach! e tion against cyberattacks: In March 31, 2025 || Page 3| 3
(B wetaceta (=) the CyberGuard project, an
(¥ Workdow =) Al-based approach converts
7 A
(/,_"5“ 3@ manually written playbooks
| (et < k) ) into machine-readable ones
ik @{ that can be shared and auto-
Sl ) mated.
Al-Assisted
Unstructured or Semi-Structured Playbook Presentation of © Fraunhofer FIT
Incident Response Playbooks Translation Structured Playbooks
Cy Playbook i Fig.2  The playbooks gen-
s erated by the Al through
@ visvor @ B vessas — @) Borcrvonor — @) ezt — (@ Bt B it — ) Bsvatan — (@) Vasotsaian — (D Uiar s i
CyberGuard can be modified
and edited manually by
Edit Playbook

IT personnel.

© Fraunhofer FIT

o308 141 A B2 07

The Fraunhofer-Gesellschaft, based in Germany, is a leading applied research organization. It plays a crucial role in the innovation process by
prioritizing research in key future technologies and transferring its research findings to industry in order to strengthen Germany as a hub of
industrial activity as well as for the benefit of society. Founded in 1949, the Fraunhofer-Gesellschaft currently operates 76 institutes and research
units throughout Germany. Its nearly 32,000 employees, predominantly scientists and engineers, work with an annual business volume of

3.4 billion euros; 3.0 billion euros of this stems from contract research.
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